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London Pensions Fund Authority

Fraud Control Framework

This framework details our approach and commitment to fraud
prevention and detection. We recognise our reputation for financial
probity must be protected, therefore ensuring we operate with clear
measures to tackle fraud and corruption is vital to protect public and
member funds through internal controls and procedures.

This applies to everyone who works for or with us, including
employees, employers, the LPFA Board (the Board), contractors, and
service suppliers. Everyone who works with us holds responsibility
to be vigilant and assist us in ensuring fraud prevention is achieved.

Our approach to fraud prevention and detection is categorised through:

+ Responsibilities of the Board and employees
+ Three lines of defence model
+  External audit
Internal policies and practices
+ Specific anti-fraud codes and policies

*+ Recourse and action on fraud detection and remedy
Definitions and relevant legislation

Fraud is defined as “dishonest conduct with the intention to make
gain, or cause a loss, or the risk of a loss, to another”."

The Fraud Act 2006 introduces a statutory single offence of fraud
which can be committed in three different ways:

False representation
+ Failure to disclose information when there is a legal duty to do so

+ Abuse of position

The Computer Misuse Act 1990 identifies computer fraud when

IT equipment is used to manipulate programs or data dishonestly
(for example, by altering, substituting or destroying records, or
creating spurious records), or where the use of an IT system was a
material factor in the perpetration of fraud. Theft or fraudulent use of
computer time and resources is also included in this definition.

Bribery is defined as “giving or receiving a financial or other
advantage in connection with the ‘improper performance’ of a
position of trust or a function that is expected to be performed
impartially or in good faith”.2

1 Defined in Section 1 of the Fraud Act 2006
2 Defined in the Bribery Act 2010

3 Defined in the LPFA Local Code of Corporate Governance

The Bribery Act 2010 lists general bribery offences as:

Offences of bribing another person (active bribery): the offering,
promising, or giving of a financial reward to induce a person to
perform a relevant function or activity improperly.

+  Offences relating to being bribed (passive bribery): the accepting
of, agreeing to accept or requesting of a financial reward in return
for performing a relevant function or activity improperly.

+ Bribing of foreign public officials.

Failure to prevent bribery: where an organisation fails to stop people
who are operating on its behalf from being involved in bribery.

Other fraudulent offences such as theft, corruption, false
accounting, forgery, counterfeiting and blackmail will continue to be
offences under the relevant acts.

Reporting a concern

Full details regarding raising a concern of fraud are described in our
Whistleblowing Policy.

Responsibilities

The Board holds responsibility to ensure we operate under an
effective fraud risk management environment, to encourage ethical
behaviour and to empower employees and wider stakeholders to
insist those standards are met every day.

The Board delegates the following responsibilities to the Audit and
Risk Committee (ARC):

+ Monitoring of fraud risks and controls by reviewing quarterly
assurance statements.

+ Overseeing fraud risk assessments for us and key partners
engaged in the delivery of operational functions.

Ensuring an appropriate S151 Officer and Monitoring Officer are
in post.

Principal Officers® hold overall responsibility for:

+ Implementing the fraud risk management system and
maintaining a sound system of internal controls.

Ensuring our business is conducted in accordance with laws,
regulations and proper standards.

+ Ensuring public monies are properly accounted for and used
economically, efficiently, and effectively.

All employees must alert their line manager where they believe

an opportunity for fraud exists because of poor administrative
procedures and/or behaviours; or a lack of effective oversight. In
addition, it is the responsibility of every employee to immediately
disclose suspected fraud activity or any suspicious acts or events,
in accordance with our Whistleblowing Policy.
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All employees must:

- Be subjected to a valid Disclosure and Barring Service (DBS)
criminal background check upon employment, including
permanent, contracted and temporary positions.

+ Have a good understanding of the importance of anti-fraud
practices and that non-compliance may create an opportunity
for fraud to occur.

+  Comply with established procedures, policies, delegations and
codes of practice, including operational policies and procedures,
such as procurement manuals.

+ Adhere to the Local Authority Code of Conduct for Officers by
declaring any financial or non-financial interests with any of our
contractors or third parties. This occurs annually with subsequent
changes notified to Governance.

+  Take steps to verify any changes to payment details of suppliers.

Proactively identify gaps in existing risk controls to further
prevent fraud opportunities.

+ Co-operate in fraud investigations undertaken internally or by a
third party, including authorities.

Three lines of defence model

This model establishes clear lines of accountability through promoting
a culture of risk awareness among our business functions to achieve
robust risk management and regulatory compliance outcomes.

First line of defence

Operational staff and management are responsible for
implementing and adhering to fraud prevention measures, including
internal controls and compliance procedures. This includes a culture
where any form of fraud is not tolerated, such behaviour is dealt with
swiftly and decisively and whistleblowers will not suffer retribution.

Second line of defence

The Governance, Risk and Compliance team oversee the
effectiveness of fraud control measures, conduct risk assessments
and provide guidance on risk mitigation strategies, identify gaps in
internal controls and support control owners to ensure the control
is with current standards and guidelines such as The Pensions
Regulator Code of Practice. They work with risk owners to monitor
and report performance to ARC and the Board who hold ultimate
responsibility for ensuring our compliance with relevant legislation,
regulations and best practice models.

Third line of defence

Internal audit provides independent and objective assurance to the
Board and aims to improve operations. This includes evaluating the
effectiveness of our risk management, controls and governance
practices by making recommendations for improvement and often
focus on a key delivery area. Internal audit works with our finance
team to scrutinise the end of year financial data to be published in
our annual report.

In relation to fraud, internal audit provides assurance to the Board
that the controls we have in place are appropriate and align with
the agreed risk appetite. Assurance is provided that the controls are
functioning effectively, and the appropriate risks are being identified
and managed.

External audit

Operating outside of the three lines of defence model, external
audits are conducted by independent firms and are crucial in
validating the effectiveness of our fraud control framework.
External auditors provide impartial assessments of our internal
controls, identify areas of weakness or vulnerability and offer
recommmendations for improvement. External audits enhance our
transparency, accountability and confidence in the integrity of the
Local Government Pension Scheme (LGPS).

Specific fraud related policies and practices

Our Anti-Money Laundering Policy outlines our measures and
procedures to detect and prevent money laundering activity and

to safeguard against terrorist financing. This includes undertaking
due diligence with our suppliers and monitoring our transactions for
suspicious behaviour.

Financial controls are a primary component of our anti-fraud
measures to ensure the proper management and security of our
financial resources and transactions and physical assets. These
controls detail step-by-step procedures in relation to the accuracy
and legality of transactions as well as the documentation and
recording of transactions, compliance information and the physical
procedures for protecting assets.

The Whistleblowing Policy and Procedure provides protection to
those who raise a serious concern about suspected or known illegal
or dangerous activity and/or forms of malpractice which are in the
public interest. This policy outlines how a concern can be raised and
how it is investigated and reported to authorities where necessary.

Code of Conduct for Board members

Board members are requested to submit declarations of interest
annually and to alert us of any changes to their interests. They are
also required to express declarations during Board and Committee
meetings and to withdraw from proceedings where necessary. This
is supported by a Conflicts of Interest Policy. Board members must
also declare any involvement in relevant party transactions.

Code of Conduct for staff

Staff appointed to the LFPA are required to undertake their duties
and responsibilities in accordance with:
General Standards of Conduct and Behaviour
+ The LPFA's Standing Orders
+ The Scheme of Delegations to Officers
+ Any Codes of Practice and Procedure Notes issued
The policies, strategies and principles laid down from time-to-
time by the Board
Contract Standing Orders

Minimum standards for financial controls that are in place for
procurement across the LPFA.

Under our Gifts and Hospitality Policy, Board members are required
to report quarterly details of hospitality and gifts that are received
and declined to ARC. The parameters of which a Board member
may claim personal expenses, such as travel to a Board meeting,
can be found in the Travel and Expenses Policy and reviewed by
ARC annually.
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Our Procurement Policy outlines the guideline, procedures

and principles governing the goods and service we acquire or
commission, with differing controls relative to the total value of

the goods. The higher the total value of the, the more likely they
require additional fraud safeguarding measures, such as performing
financial health checks on the vendor organisation prior to
instruction.

We participate in the National Fraud Initiative public sector data-
matching and fraud detection exercise at least every two years.
The investigation covers:

+ Pensioner death cases: this identifies where a pensioner has died
but benefits are still being paid.

+ Deferred death cases: where those with deferred benefits have
died, but payment of a widow/dependant pension has not
commenced.

+ Pensioner re-employment cases: identifies pensioners that have

returned to employment and an abatement of pension may apply.

Learning from experience and minimisation of losses

In the event of being a victim of fraud, we will attempt to minimise
any loss and instigate a full review of the circumstances of the fraud
to ensure the act is not repeated. The review may be localised or

if serious enough, be included in the internal or external audit.

The review may investigate whether there are more cases of a
similar nature and investigate other areas of activity of the person(s)
implicated. The review will identify whether there was an absence
or lapse of internal control/s and recommend improvements to
prohibit the fraud from recurring.
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