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Introduction

1.1	 The London Pensions Fund Authority (LPFA) is an Administering Authority under the LGPS Regulations responsible for 
managing the LPFA Pension Fund (Fund). Employers with staff eligible for Local Government Pension Scheme (LGPS) 
membership (members) participate in the Fund (employers).

1.2	 As Administering Authority of the Fund, the LPFA gathers information about individuals as part of our activities. This can include 
personal data about our members, employers, beneficiaries, job applicants, current and former employees, temporary and 
agency workers, contractors, interns, volunteers, apprentices, suppliers and business contacts.

1.3	 The LPFA is a registered data controller with the Information Commissioner’s Office (ICO), registration number: ZB080843. 
As a public authority under the Freedom of Information Act 2000, the LPFA is classified as a Tier 2 fee payer and annually 
renews registration to maintain compliance with the Data Protection (Charges and Information) Regulations 2018.

1.4	 This Policy outlines our commitment to complying with data protection principles outlined in Data Protection laws and any 
other applicable laws to fulfil our data protection obligations as a data controller. The LPFA obtains, uses, stores and disposes of 
personal data in compliance with lawful bases as defined in this Policy.

1.5	 See Appendix for definitions of terms used within this Policy.

Scope

2.1	 This Policy applies to all LPFA staff including contractors, temporary and agency workers, interns, volunteers, apprentices,  
LPFA Board (Board) and Local Pensions Board (LPB) members.

2.2	 The Data Protection Officer (DPO) for the LPFA is the Director of Governance, Risk and Legal (Monitoring Officer). If you have any 
questions or concerns about anything in this Policy, please contact the legal@lpfa.org.uk.

Data controllers, processors and data sharing

3.1	 The LPFA and each employer:

	 3.1.1	 are separate and independent data controllers in relation to the copies of members’ personal data they respectively hold 	
	 and/or otherwise process;

	 3.1.2	 each act as independent data controllers in relation to personal data transferred to them; and

	 3.1.3	 are each responsible for complying with the requirements in Data Protection laws that are applicable to them as 		
	 independent data controllers.

3.2	 The LPFA, employers and appointed data processors also share personal data relating to current and former members and 
their dependants, beneficiaries and/or potential beneficiaries. Members’ personal data includes personal data relating to the 
members’ disclosed dependants (including children), spouses/civil partners (where applicable), beneficiaries and/or potential 
beneficiaries. 

3.3	 The LPFA and Lancashire County Council are joint shareholders in Local Pensions Partnership (LPP). The LPFA outsources 
Fund administration to LPP who sub-contract administration to their subsidiary, Local Pensions Partnership Administration 
(LPPA). LPP is a processor and LPPA is a sub-processor of member data for the purposes of carrying out those pension 
administration functions. 

3.4	 The LPFA outsources certain IT services to Local Pensions Partnership Investments (LPPI). LPPI processes personal data 
relating to LPFA staff in relation to this activity. 

3.5	 This data sharing enables the LPFA to meet its statutory obligations to manage and administer the Fund, including providing 
retirement benefits, ill-health benefits, death grants, survivors’ and children’s pensions, and paying and administering additional 
voluntary contributions. 

London Pensions Fund Authority
Data Protection Policy

mailto:legal%40lpfa.org.uk?subject=
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Lawful basis for processing personal data

4.1	 We identify the appropriate lawful basis for processing personal data, as outlined in UK General Data Protection Regulation (GDPR) 
prior to and during processing. This lawful basis is recorded in our Record of Processing Activities (RoPA). 

4.2	 We primarily process general category personal data under the lawful basis set out in UK GDPR Article 6(1)(e) when undertaking our 
statutory obligations as Administering Authority of the Fund, including managing member records. 

4.3	 The full list of lawful bases set out in UK GDPR Article 6 (Article 6) and the circumstances when we would rely on these categories 
is listed below.

4.4	 Where no lawful basis exists for the processing of data, processing should not commence or should immediately cease, except for 
storing the personal data in accordance with LPFA’s Retention and Disposal of Records Schedule.

4.5	 We will: 

	 4.5.1	 document in the RoPA which lawful basis applies to each data processing activity; and include information about the 		
	 purposes of the processing.

	 4.5.2	 where special category personal data is processed, also identify and record the lawful special condition for processing that 	
	 data under UK GDPR Article 9 (Article 9).

	 4.5.3	 where criminal records data is processed, also identify and record the lawful condition for processing that data under  
	 UK GDPR Article 10 (Article 10).

4.6	 Where processing is based on Article 6 (1)(a) (Consent), we must be able to demonstrate that the data subject has consented to the 
processing of their personal data. The consent must be provided under circumstances clearly distinguishable from any other matters, 
in an intelligible and easily accessible format, using clear and plain language. The data subject has the right to withdraw their consent 
at any time. This shall not affect the lawfulness of processing based on consent before its withdrawal. The performance of a contract 
or provision of a service must not be made conditional on consent to the processing of personal data that is not necessary for the 
performance of that contract.

4.7	 Where processing involves the data of children under 13, parental or guardian consent must be obtained and documented.  
We process such data when a child is a named beneficiary of a member. Consent is provided by the parent or guardian via the 
beneficiary form (or nomination form). 

Article 6 Definition LPFA reliance

(a) Consent The data subject has provided consent to the processing in 
advance of the processing being undertaken.

We rely on consent only where individuals have a genuine 
and freely given choice, and where consent can be withdrawn 
without detriment. Consent will not be relied upon where there 
is an imbalance of power or where another Article 6 lawful basis 
is more appropriate. 

(b) Contractual necessity The processing is necessary for the performance of a contract 
to which the data subject is party; or to take steps at the 
request of the data subject prior to entering into a contract.

We may rely on this basis in relation to contracts with staff or 
service providers. This lawful basis does not generally apply to 
the administration of statutory pension functions.

(c) Legal obligation The processing is necessary for compliance with a legal 
obligation to which the LPFA is subject.

This includes statutory and regulatory requirements such as 
obligations under pension legislation, tax law, fraud prevention 
frameworks and regulatory record-keeping standards.  
This lawful basis does not include contractual obligations. 

(d) Vital interests The processing is necessary for the protection of the vital 
interests of the data subject or another natural person.

We rely on this basis in exceptional circumstances, such as 
emergency situations where an individual is incapable of 
giving consent. 

(e) Public task The processing is necessary for the performance of a task 
carried out in the public interest or the exercise of statutory 
functions of an official authority. 

We primarily rely on this lawful basis to exercise our statutory 
functions as Administering Authority of the Fund, including 
administration of member records and Fund management. 

f) Legitimate interests The processing is necessary for the purposes of legitimate 
interests pursued by the LPFA or a third party, except where 
such interests are overridden by the interests of fundamental 
rights and freedoms of the data subject.

As a public authority, this lawful basis may be relied upon only 
in limited circumstances relating to non-statutory activities, in 
accordance with internal governance requirements.
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Special category personal data

5.1	 Processing special category personal data is permitted by Article 9 where necessary for the purposes of carrying out obligations and 
exercising rights in relation to employment and social protection law. When processing special category personal data, we identify 
and record the Article 9 lawful basis in addition to the Article 6 basis on the RoPA.

5.2	 The DPO must approve the processing of special category personal data via the RoPA. 

Criminal records data

6.1	 UK GDPR provides additional safeguards in connection with the processing of criminal records data. The LPFA processes criminal 
records data where an offence has resulted in a member owing money to the Fund and the Fund may be reimbursed from that 
member’s benefits. We may also process such data when undertaking employee background checks. Details on how we process 
personal data during the recruitment process is identified in our Job Applicant Privacy Notice. The lawful basis used to process 
criminal records data under the Data Protection Act 2018 Schedule 1 is recorded in the RoPA. 

Legitimate interest assessment

7.1	 Where processing relies on the lawful basis of legitimate interest, a Legitimate Interest Assessment (LIA) must be completed and 
approved by the DPO before the data can be processed. A copy must be retained within the RoPA. 

7.2	 If the LIA identifies a significant privacy impact, we will also need to conduct a Data Protection Impact Assessment (DPIA). The LIA 
will be repeated if circumstances change. 

Data protection impact assessment

8.1	 Before starting any data processing, especially involving new suppliers or technologies, the responsible manager should contact the 
DPO to determine whether a DPIA is required.

8.2	 A DPIA is mandatory for new or significantly changed processing activities likely to present a high risk to individuals, including but not 
limited to: where processing involves new systems or technologies; new categories of general personal or special category personal 
data; large-scale data processing; systematic monitoring or data sharing or matching initiatives.

8.3	 The DPIA assesses whether the processing is necessary and proportionate in relation to its purpose; the risks to individuals and 
defines mitigating methods to address those risks and protect personal data.

Transferring data internationally

9.1	 A Transfer Risk Assessment (TRA) must be conducted and approved by the DPO before transferring personal data outside of the UK, 
to ensure the data is protected in a manner equivalent to UK GDPR protections. 

Record of Processing Activities

10.1	 The LPFA creates and manages RoPA, a formal record required under UK GDPR Article 30 (Article 30). It provides a comprehensive 
overview of all personal data processing we undertake and demonstrates accountability, compliance and governance over how we 
and our nominated data processors use, store, share and protect personal data. 

10.2	 Each record must contain:

	 10.2.1	 The purpose and nature of processing.

	 10.2.2	 A description of the processing activity.

	 10.2.3	 Whether the data is processed electronically, manually or both.

	 10.2.4	 The types of general personal data processed and the lawful basis for processing under Article 6.

	 10.2.5	 The types of special category personal data processed (if applicable) and the lawful basis for processing under Article 9.

	 10.2.6	 Whether criminal records data is processed and the lawful basis for processing under the Data Protection Act 2018 Schedule 1.

	 10.2.7	 The data recipients under Article 30.

	 10.2.8	 The retention, archive and destruction periods.

	 10.2.9	 The location of the data and its security measures.

	 10.2.10  Links to related DPIA, TRA, and/or LIAs.

	 10.2.11  The name and contact details of the DPO and, where applicable, any joint controller, that controller’s representative and their DPO.

	 10.2.12	Copies of all third-party service or systems providers data protection and information security policies and procedures, 	
		  Information Asset Registers (IAR) or other registers containing information deemed as a minimum by the ICO.

https://lpfa.org.uk/downloads/160
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Data protection rights

11.1	 Data subjects, including members and beneficiaries, are eligible to exercise their data protection rights as outlined in the UK GDPR. 
Further details are identified in the LPFA Privacy Notice. 

11.2	 The Data (Use and Access) Act 2025 introduces a statutory right for data subjects to raise a complaint if they believe an infringement 
of data protection legislation has occurred. If we receive a complaint, it will be referred to the DPO. 

11.3	 How we comply with the Privacy and Electronic Communications Regulations (PECR) in relation to electronic communications, 
cookies and similar technologies is defined in our Cookie Policy. 

Third-party processing

12.1	 The LPFA remains accountable for all data processed by approved third-party processors, including LPPA in relation to pension 
administration services, and must maintain proportionate oversight. 

12.2	 Before engaging a third-party, the LPFA must ensure:

	 12.2.1	 UK GDPR Article 28 agreement is in place.

	 12.2.2	 the agreement requires the third-party to notify the LPFA of any data breach or security incident within 24 hours.

	 12.2.3	 the agreement requires cooperation with statutory disclosure obligations, including Freedom of Information Act 2000 and 	
		  Environmental Information Regulations 2004.

12.3	 When engaging a third-party as a data processor or joint controller, we must:

	 12.3.1	 receive advice from the DPO on the requirements for undertaking a DPIA, LIA and/or TRA and the content of the data 	
		  processing clauses to be included in the data processing agreement.

	 12.3.2	 obtain written assurance that the third-party has compliant policies and processes.

	 12.3.3	 maintain ongoing oversight of processor compliance, including when services or processing activities change.

	 12.3.4	 review and update the contract terms periodically as required by Data Protection laws or guidance.

	 12.3.5	 include all supporting documentation listed above in the RoPA.

Information security

13.1	 Our Information Security Policy defines the technical and organisational measures to keep electronic personal data secure and 
to protect against unauthorised or unlawful processing, access, loss, destruction or damage of personal data either deliberate or 
accidental. This policy includes provisions relating to authorised third-party data processors. 

Data breaches 

14.1	 A data breach may take many different forms, including unauthorised access or use; loss or theft of data or equipment system 
failure; human error; environmental factors (fire/flood) or attempted or successful cyberattacks.

14.2	 Failure to comply with legal and/or regulatory requirements governing the reporting of personal data breaches, including delays in 
reporting, may result in serious regulatory, legal, and financial sanctions.

14.3	 Any actual or suspected data breach must be reported immediately to the DPO. 

14.4	 We are committed to reviewing the root cause(s) of any data breach to ensure losses are minimised and underlying issues are 
identified and addressed to avoid recurrence. Depending on the severity of the breach, a localised review may be required and, where 
appropriate, escalated to an independent audit.

Training

15.1	 The LPFA will ensure that staff are adequately trained regarding their data protection responsibilities. Those requiring regular access 
to personal data, or who are responsible for implementing this policy (and associated policies) or responding to Data Subject Access 
Requests (DSARs) or complaints, will receive additional training to help them understand their duties and how to comply with them.

https://lpfa.org.uk/privacy-notice
mailto:mailto:legal%40lpfa.org.uk?subject=
https://lpfa.org.uk/cookies
https://lpfa.org.uk/download/LPFA Information Security Policy Final June 2022.pdf
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Roles and responsibilities

DPO

16.1	 The DPO operates independently and is not instructed on how to perform their statutory duties. They have direct access to the 
Principal Officers, ARC, the LPB and the Board and may raise data protection matters directly with these bodies.

16.2	 The DPO, and where the data protection legislation allows, their delegated representative(s), will:

	 15.2.1	 uphold the rights of data subjects and ensure compliance with the data protection laws and any other applicable law.

	 15.2.2	 establish and maintain a programme to monitor compliance with this policy and associated policies, procedures and 	
		  frameworks.

	 15.2.3	 provide advice and guidance on the requirements of this policy and ensure adequate training for those within the scope of 	
		  this and related policies and procedures.

	 15.2.4	 review, take appropriate action and report personal data breaches in accordance with current regulatory requirements. 

	 15.2.5	 review this policy at least every two years, or when updates to applicable laws occur, and lead on improvements in data 	
		  protection risk management.

	 15.2.6	 gain assurance that third-party providers of services, such as LPPA and LPPI, have and maintain their own policies and 	
		  procedures to satisfy data protection laws.

	 15.2.7	 maintain the following:

		   	 (a) RoPA

		   	 (b) Register of DSARs

			   (c) Register of data protection breaches 

			   (d) Register of DPO contacts for joint controllers and data processors

A summary of the roles and responsibilities at various levels with respect to outsourced activities are detailed below:

Role/Responsibility Owner

Familiarise themselves with policy requirements and take appropriate 
actions and make appropriate declarations.

All staff 

Communication of this Policy Data Protection Officer 

Adherence to this Policy All staff

Monitoring Policy standards are being achieved Data Protection Officer

Review and challenge procedures contained within this Policy including 
reporting.

Level 1 Review (minor/no amendments): Risk & Compliance Officer 

Level 2 Review (major amendments): Data Protection Officer

Initiation and follow up of corrective management actions when required Data Protection Officer / Principal Officers 

Assurance of this Policy and procedures Governance, Risk and Legal Directorate and all staff 

Board oversight of this Policy and assurance work Senior Leadership Team (SLT)
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Applicable laws means any law and any legally binding rule, policy, guidance or recommendation issued by any governmental, 
statutory or regulatory body which relates to the LPFA, an employer or third-party administrator.

Criminal records data means personal data relating to criminal convictions and offences, allegations, proceedings, and related 
security measures.

Data breach means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised 
disclosure of, or access to, personal data.

Data controller means a person or organisation who decides the purposes for processing personal data..

Data Protection laws means any applicable laws in force in the United Kingdom from time to time that relate to data protection, 
the processing of personal data, privacy and/or electronic communications including the Data Protection Act 
2018, UK GDPR, the Data (Use and Access) Act 2025, and the Privacy and Electronic Communications (EC 
Directive) Regulations 2003. 

Data subject means the individual to whom the personal data relates.

LGPS Regulations means the LGPS 2013, as amended from time to time, including the LGPS (Transitional Provisions, Savings 
and Amendment) Regulations 2014, as amended.

Personal data (sometimes known as personal information) means data relating to an individual who can be identified 
(directly or indirectly) from that data. This information includes, but is not limited to, names of individuals, date 
of birth, national insurance number, bank account details, postal and email addresses, any other personal 
information relating to individuals.

Processing data means obtaining, recording, organising, storing, amending, retrieving, disclosing and/or destroying data, or 
using or doing anything with it.

Special category (sometimes known as ‘special categories of personal data’, ‘sensitive personal data’ or ‘sensitive personal 
information’) means personal data about an individual’s race, ethnic origin, political opinions, religious or 
philosophical beliefs, trade union membership (or non-membership), genetics data, biometric data (where 
used to identify an individual) and data concerning an individual’s health, sex life or sexual orientation.

UK GDPR as defined in section 3(10) (as supplemented by section 205(4)) of the Data Protection Act 2018..

Appendix – Definitions of Terms


