Corporate Risk Register
FOLLOWING THE CMT SESSION ON 28th February 2011
The following amendments have been made to the Corporate Risk Register following the Internal Audit Report – Risk Management in Action and in order to be fully compliant with ISO guidelines:

· A more objective method of assessment has been developed with the estimated frequency of the risk occurring to be considered when deciding the likelihood rating and objective characteristics to be considered when deciding on the impact rating. This has now been applied to the register.
· Risks have been assigned a risk area.
· The split between directorates remains, but risks are now aligned to the Strategic Objectives or Strategic Programmes for 2011-12. This ensures that resources are directed towards those risks which impact the achievement of these objectives. Any other risks are included on the appropriate team risk register.

· A number of historical issues and risks with a very low rating have been removed following the CMT session and will be managed at a team risk level.

	Likelihood Rating
	Estimated frequency

	1 (low)
	Likely to occur in less than 3 years

	2 (medium)
	Likely to occur in a one year timeframe

	3 (high)
	Likely to occur several times within the year or already happened


	Impact rating
	Characteristics

	1 (low)
	· Low impact on operations/slow down

· Stakeholder disgruntlement

· Minor infringement of legal/contractual obligations

· Less than a £1000 financial impact

	2 (Medium)
	· Moderate impact on operational strategy/disruption or project delay

· Moderate stakeholder concern

· Financial impact between £1,000 and £20,000

· Infringement of legal or contractual obligation on a single level

	3 (high)
	· Long term or significant impact on operational strategy/ or delay in project.

· Financial implication over £20,000

· Infringement of legal or contractual obligations resulting in investigation/further action

· Stakeholder complaints


Use the following matrix and plot the risk number on the matrix to determine its rating:

LIKELIHOOD
	HIGH
	3
	6
	9

	MEDIUM
	2
	4
	6

	LOW
	1
	2
	3



LOW
MEDIUM
HIGH

IMPACT
· Risks have been assessed taking the current controls into account.

· The shaded areas indicate the expected risk assessment post implementation of the actions for 2011/12. On implementation the risk will be re-assessed and shaded area removed.

Top Risks for 2011-12: 

The following risks have been identified as Top Risks for 2011-12 by Corporate Management Team. More detail and action points to mitigate these risks can be found in this document.

· Failure of investment strategy to deliver investment objectives.
· Manager risk – failure of investment managers to achieve the returns specified in their mandates.
· Funding risk – Liabilities increasing at a higher rate than assets, or at an unexpected increased rate, resulting in a deteriorating funding position.
· Lack of legal power to collect special levy payments to close funding gap caused by GLC/ILEA abolition.
· Employers becoming insolvent or abolished and not able to meet pension liabilities.
· Failure to have enough or the correct type of skills

· Mismatch between strategic aspirations and budget leading to unsustainable workload and disruption of day to day activities.
· Over reliance on temporary staff leading to failure to meet statutory account deadlines and loss of knowledge on the finance team.
· Failure to be named as the sole supplier on the London Framework, leading to the loss of up to 3 agency contracts
	
	
	
	
	Current risk assessment


	
	Assessment post implementation of action

	
	Risk description and implication
	Links to Strategy
	Controls in place
	L
	I
	Rating
	Action 2011-12
	Date & Owner
	L
	I
	Rating

	Investment Directorate
	
	
	
	
	
	
	
	
	
	

	1

Operational
	Failure of investment strategy to deliver investment objectives 

	Strat Obj
3 – 

Inv’mt Returns
	· IC structure

· Independent advice

· 3 yearly review following valuation
· Diversified strategic asset allocation
	M
	H
	6
	· Review of medium term strategy

	VJ 5/04/11

	L
	H
	3

	2. Operational

	Manager risk – failure of investment managers to achieve the returns specified in their mandates
	Strat Obj

3 – 

Inv’mt Returns
	· Quarterly monitoring by the investment team and IC
	M
	H
	6
	· Review fund manager fees to move towards 3 year rolling fees over a 3 year programme
	VJ 31/03/11
	L
	H
	3

	3.

Operational
Reputational
	Funding risk – Liabilities increasing at a higher rate than assets, or at an unexpected increased rate, resulting in a deteriorating funding position.


	Strat Obj

3 – 

Inv’mt Returns
	· Annual review of funding strategy
· Inter valuation monitoring
· LDI strategy
	M
	H
	6
	· Lobby government on the affordability of the LGPS following the publication of the Hutton report

· Promotion of an Independent Chamber for the LGPS
	MT 30/09/11
MT 30/09/11
	L
	H
	3

	4. Operational

	Key man risk – loss of Investment Director or other key members of the team
	Strat Obj

2 – 

People
	· 
	M
	M
	4
	· Embryonic succession plan in place 

· Open discussion with recruitment agencies
	MT 5/04/11
MT 1/9/11
	L
	L
	1

	5.
Operational
	Failure to arrive at a robust investment strategy which is understood by Board Members
	Strat Obj

3 – 

Inv’mt Returns
	· Independent advisors

· Special investment strategy meetings held

· Board away-days

· IC structure 

· Board training sessions

· Board Member Review of Performance
· Board Member self assessments
	L
	H
	3
	· Board Member self assessments

· Board performance evaluation
	GS 30/09/11
GS 31/10/11

	L
	H
	3

	6.
Operational
	Financial mismatch risk - Inaccurate matching of assets to liabilities 


	Strat Obj

3 – 

Inv’mt Returns
	· Triennial valuation

· IC structure and regular monitoring 

· Inv strategy with exposure to assets providing real growth, and cash flow generating assets to match liabilities
	L
	H
	3
	· Review of medium term investment strategy

	VJ 05/04/11

	L
	H
	3

	7.
Operational
Reputational
	Liquidity/Cashflow risk – 

Insufficient funds available to pay pensions leading to the need to sell assets at a low price


	Strat Obj

3 – 

Inv’mt Returns
	· Treasury Management Code of Practice

· Cash Management Meeting

· Investment Management Agreements

· JPM Custody and Stock Lending arrangement

· Liquid (3 months or less) assets and an illiquidity limit reported to IC quarterly.
	L
	H
	3
	· No further action required. To be further reviewed March 2012

	VJ/AB
	
	
	

	8.
Operational
	Incorrect  longevity and mortality assumptions
	Strat Obj

3 – 

Inv’mt Returns
	· Participation in Club Vita analysis of mortality in Fund
· Board assessment of mortality assumptions as part of the 2010 valuation
	L
	L
	1
	· No further action required. To be further reviewed March 2012

	MT
	
	
	

	9.
Reputational
	Insufficient attention to Environmental Social Governance risks, and therefore not living up to expectations.
	Strat Obj

4 – 

CSR
	· Statement of Investment Principles

· Benchmarking our ESG approach

· Clear statement on website of LPFA’s RI policy and included in IMAs
· Responsible Investment action plan

	L
	M
	2
	· Responsible Investment reports to Investment Committee
· Signing up to the Stewardship code

	AJ quarterly
AJ 1/07/11

	
	
	

	10.
Reputational

Operational
	Inadequate due diligence for investment opportunities causing a financial loss or reputational risk.
	Strat Obj

3 – 

Inv’mt Returns
	· IC reporting

· Due diligence template for alternative assets, signed off by auditors and committees
	L
	M
	2
	· No further action – to be reviewed in March 2012
	
	
	
	

	11
Operational
	Counterparty risk – 

Risk of the other party in a financial transaction failing to meet its obligations to the fund
	Strat Obj

3 – 

Inv’mt Returns
	· Set parameter with fund managers and custodian to limit exposure to default risk
	L
	L
	1
	· Report to Investment Committee
	VJ quarterly
	
	
	


	
	
	
	
	Current risk assessment


	
	Assessment post implementation of action

	
	Risk description and implication
	Links to Strategy
	Controls in place
	L
	I
	Rating
	Action 2011-12
	Date & Owner
	L
	I
	Rating

	Pensions Directorate
	
	
	
	
	
	
	
	
	
	

	1.
Operational
Reputational

Compliance
	Lack of legal power to collect special levy payments to close funding gap caused by GLC/ILEA abolition – leading to pensioner sub-fund insolvency
	Strat Obj

3 – 

Inv’mt Returns
	· Review of levy raising powers
· Close contact with CLG over ways to resolve blockage
	H
	H
	9
	· Follow up note issued to the Minister for the LGPS regarding an undertaking to resolve the problem
	MT 31/03/12


	L
	L
	1

	2.

Operational


	Employers becoming insolvent or being abolished with insufficient funds to meet liabilities
	
	· Admitted body policy

· Guarantee sought from parent body or department
	M
	H
	6
	· Formal process established to assess the strength of the employer covenant
	MA 30/09/11
	L
	H
	3

	3. Operational
	Failure to have enough or correct type of skills
	Strat Prgram

– 

Shaping LPFA
	· 
	H
	M
	6
	· Focusing on Excellence programme incorporating Shaping LPFA and New LGPS project
	SM 31/03/12
	L
	L
	1

	4. Operational

	Mismatch between strategic aspirations and budget leading to unsustainable workload or inability to react to external pressures
	Strat Prgram

– 

Focusing on Excl’nce
	· Programme Board

· Resources held in contingency budget
	H
	M
	6
	· Prioritisation of workload agreed by Board
	SM 5/04/11
	M
	M
	4

	5.
Operational
	Employer bodies transferring out of the pension fund or employer bodies closing to new membership.


	
	· Inter valuation monitoring

· Knowledge of employer and employer database

· Development of process to include annual return

· Delivery of valuation inline with FSS

· Quarterly check of membership numbers

· Employer covenant check
	M
	M
	4
	· Employer covenant check

· Lobbying government for an affordable LGPS
	MA 30/09/11
MT 30/09/11
	L
	M
	2

	6.
Operational
	Failure to control admin costs impacting on business development.


	Strat Obj

1 – 

Excellence
	· Established & agreed costing methodology

· Budget Monitoring (quarterly & monthly)

· Financial Handbook

· Review of Management Statistics
· Pensions Administration Strategy
	M
	M
	4
	· Review of or Implementation of Altair and associated efficiencies

· Reward review

· Increased CMT reporting

	AB 31/03/12
SM 31/03/12

AB 1/04/11
	L
	L
	1

	7.
Operational
	Risk of costs of agency contract over life time being in excess of market price
	Strat Prgram

– 

Business Growth
	· Contract costing methodology and monitoring by Performance and Administration Committee
· Board involvement in setting price for tenders
	M
	M
	4
	· Monthly reporting to CMT along with exception reports

· Marketing advisor research into competitors
	AB 1/06/11

30/09/11
	L
	M
	2

	8.
Operational

	Major change to LGPS requiring system changes, staff training and communication strategies.
	Strat Prgram

– 

New LGPS
	· Participation in all high level government discussions

· Ensuring best practice is implemented and LPFA is seen as a centre of excellence for pension administration

· Participation in Audit Commission reviews

· Lobbying London Councils

· Lobbying re LGPS sustainability


	L
	H
	3
	· Lobbying government re affordability and benefit structure
· “New LGPS” Strategic Project 2011-12

	MT 30/09/11
JH 31/03/12

	L
	H
	3

	9.
Reputational

Operational
	Failure to deliver agency agreements  inline with contractual requirements leading to penalty points or failure to retain contract


	Strat Prgram

– 

Business Growth
	· PROWS turnaround times for all work types

· Dedicated Contract Client Champion 

· Report to Performance Committee on costing, delivery and performance.

· Professional Negligence insurance
· Regular meetings with agencies & improved reporting
· Time recording system
	L
	H
	3
	· Database of contract requirements 

· Monthly report to CMT of interfaces run
	NL 30/04/11
JH 31/03/11
	L
	H
	3

	10
Operational

Reputational


	Non compliance with LGPS  and Fire Pension Scheme regulations including not addressing new regulations on a timely basis


	Strat

Prgram

– 

New LGPS
	· AXIS system check with LGPS regulations

· Network groups (AXIS & LGPC)

· Technical and training team responsible for delivering regulation changes

· Online Procedure manual

· Training for admitted bodies and agency visits
· Additional expertise following TUPE transfers
	L
	H
	3
	· “New LGPS” Strategic Project 2011-12

· Effectively integrate new resources via Integration Projects
 
	JH 31/03/12
MA 31/03/11
	L
	L
	1

	11. Operational

Reputational


	Failure to implement and integrate Ealing and Hertfordshire leading to operational disruption, reputational damage and loss of productivity 
	Strat

Prgram

– 

Integration
	· Implementation project regularly reported to CMT and Performance and Administration Committee

· Knowledge capture
	L
	M
	2
	· Integration Project 2011-12
	MA 31/03/12
	L
	L
	1

	12.
 Compliance


	Inappropriate use of statutory discretion.
	
	· Published policy statement

· Matters reserved for Board
· Annual Board report on use of discretions

	L
	L
	1
	· Report on use of discretionary powers to Board
	MA 15/12/11
	
	
	

	13.
Operational

Staffing

Reputational


	Loss of focus on customer care leading to reduction in levels of satisfaction
	Strat Obj 5

– 

Market focused
	· Monthly satisfaction surveys

· KPI included in performance report

· IDRP procedure reviewed and amended as necessary
	M
	L
	2
	· Review customer care processes and report to options to CMT for increasing sample
	GS 30/06/11
	L
	L
	1

	14. Operational


	Incorrect, failed or late payments made.


	
	· Segregation of duties in procedures

· AXIS calculation test of system

· Financial Handbook

· Payroll & HR policies and procedures

· Item in Bus Continuity Plan

· Exception reports of incorrect amounts/errors reported to Mgment Team 

· NFI and Dimensions Upgrade

· Life Certs carried out in non NFI years
	L
	M
	2
	· National Fraud Initiative exercise

· Life certificate exercise 


	AB 31/03/11

JH 30/09/11
	
	
	

	15.
Operational
Staffing

Reputational
	Structures and resources not available to meet increased/reduced workload
	Strat Prgram

– 

Shaping LPFA
	· Quarterly reporting of performance to P & A Committee
· Contingency plan for unbudgeted or unexpected growth contained in 2011-12 budget
	L
	M
	2
	· Review structure in line with 2009 recommendations
	MA and NL 31/12/11
	L
	L
	1


	
	
	
	
	Current risk assessment


	
	Assessment post implementation of action

	No.
	Risk description and implication
	Links to Strategy
	Controls in place
	L
	I
	Rating
	Action 2011-12
	Date & Owner
	L
	I
	Rating

	Support Directorate
	
	
	
	
	
	
	
	
	
	

	1.
Compliance
Reputational

Staffing
	Over reliance on temporary staff leading to failure to meet statutory account deadlines and loss of knowledge on the finance team.

	Strat

Prgram

– 

Shaping
LPFA
	· Liaison with external audit

· Closedown timetable

· Audit Commission working paper guidance

· Alternative assets spreadsheet

· IFRS implementation

· Pension Fund accountant recruited


	M
	H
	6
	· Audit enquiries resolved by September 2011
· Review timetable with external auditor

· Confirm date with external auditor of draft AGR

· Early preparation of working papers
· Finance team permanent recruitment, capability review and training
· Commercial accountant skills available
	AB 30/09/11 
AB 31/05/11
AB 31/05/11
AB 30/04/11
AB 31/12/11

AB 30/06/11

	L
	H
	3

	2.
Operational
Reputational

Staffing

Strategic
	Failure to be named as the sole supplier on the London Framework, leading to loss of agency clients
	Strat

Prgram

– 

Business Growth
	· Tender exercise project managed with Board Member assistance
· Marketing plan in place for the shared services agenda and increased value added business work.
	M
	H
	6
	· Implementation and Exit planning
· “Plan B” for continued business growth within London
	JH 30/06/11
JH 30/06/11
	M
	M
	4

	3.
Strategic
	Failure of board to understand consequences of their actions
	Strat Obj 4

– 

CSR
	· Decision making process 

· All reports/decision include legal, risk & financial implications

· Board Member handbook and induction procedure

· Training & development plan
	M
	M
	4
	· Board Member Operational review
	GS 31/10/11
	L
	L
	1

	4. Operational

	Abolition of LPFA, or becoming a closed fund as a result of having to competitively tender LPFA fund administration and/or loss of fair deal.
	Strat Obj 1

– 

Excellence
	· High profile within the pensions industry
	L
	H
	3
	· Guidance from Board on position re One Fund For London
	JH 5/04/11
	L
	H
	3

	5.
Compliance
Strategic
	Failure to detect or prevent fraud and corruption leading to a major loss


	
	· Fraud Control Framework

· Financial Control Handbook 

· Participation in National Fraud Initiative
	L
	H
	3
	· Code of practice related to whistleblowing and irregularity and issue to staff 

· Fraud control action plan updated and sent to AC

· Death overpayment recovery process embedded
	GS 30/04/11
GS 21/09/11 
AB 30/06/11
	L
	M
	2

	6.
Compliance
Reputational
	Poor maintenance of secure and confidential data leading to major data loss
	Strat

Prgram

– 

Quality
	· Codes of practice relating to data security and robust internal controls
· Regular staff reminders

· Laptop encryption

· Business Continuity plan

· Daily backup
	L
	H
	3
	· ISO 270001
· Disaster recovery testing

· Business continuity cards and website re-advertised to staff
	SM 30/09/11
SM 30/09/11
SM 30/09/11
	L
	M
	2

	7.
Operational
	Failure to operate strict financial and budgetary controls leading to budgetary overspend

	
	· Financial Control Handbook, specifically:

· Monthly monitoring of budgets

· Quarterly forecasting and profiling of budgets

· Financial review to Audit Committee
	L
	H
	3
	· Re issue budget guidance 

· Review capitalisation and depreciation of Altair costs
	AB 31/10/11
AB 30/06/11 
	L
	M
	2

	8.
Operational

Staffing
	Efficiencies and savings not delivered due to inadequate delivery on strategies, projects, or systems
	
	· Programme Board
· Audit Committee monitoring savings plan
	L
	H
	3
	· Annual review of programme board

· Savings plan monitored by Audit Committee 

· Tighter project budgetary controls and ROI review
	SM 31/12/11

AB 21/06/10  and 13/09/10

AB 30/09/11
	L
	M
	2

	9.
Operational


	Normal operations being disrupted by uncontrollable external factors e.g. snow, flu
	
	· Business Continuity Plan

· Disaster Recovery Plan 
· Staff issued with business cards containing log in and password for secure site.
	L
	H
	3
	· Review of team business continuity plans

· Crisis Communications Plan updated for new contracts
	SM 30/09/11

GS 30/04/11
	L
	H
	3

	10.
Operational
	Ineffective procurement and performance failure of external suppliers
	
	· Contract standing orders
· Budget guidance issued annually to budget holders

· Regular reporting of over £5k spend to CMT

	L
	M
	2
	· Maintain working knowledge of public procurement rules
	JH 31/03/12
	L
	M
	1

	11.
Reputational
	Failure to respond effectively to public relations / media crisis. Or negative press based on investment outcomes.

	Strat Obj 5

– 

Market Focused
	· One initial authorised contact officer for press

· Defined communication strategy 

 - Authority wide policy for addressing press queries

 - All press communications vetted and authorised 

 - Pro-active press strategy

·  Crisis Management Team and Plan
· Press training and rapid response team
	L
	L
	1
	· Review crisis communications plan
	JH 31/03/12
	
	
	

	12. 

Staffing


	Failure to appropriately attract, manage, develop and retain staff at all levels
	Strat Obj 2

– 

People
	· Performance Management Framework

· Training & Development Plan

· People Management report to Performance and Administration Committee
· Exceptional performance awards

· Investors in People action plan
	L
	M
	2
	· Reward project 2011-12

· Shaping LPFA project 2011-12
	SM 31/03/12

SM 31/03/12
	L
	L
	1
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