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LPFA Information Security Policy

The Board and management of London Pensions Fund Authority (LPFA), located at Dexter House, 2 Royal Mint Court, London, EC3N 4LP are committed to preserving the confidentiality, integrity and availability of all the physical and electronic information assets throughout the organization in order to preserve its competitive edge, cash-flow, profitability, legal, regulatory and contractual compliance and commercial image.  Information and information security requirements will continue to be aligned with LPFA goals and the Information Security Management System (ISMS) is intended to be an enabling mechanism for information sharing, for electronic operations and for reducing information-related risks to acceptable levels.

The LPFA are committed to demonstrating to staff and clients that we are looking to build an information security management system which is in line with best practice in information security and to lead by example. Our commitment is shown by the appointment of a full time and dedicated Quality Systems Analyst for a three year programme of implementation and retention of various certificates including ISO 27001.

A framework for certification with specific objectives and targets has been established through the Themis Project Initiation Document and team business plans for all staff of the LPFA. 

LPFA’s current strategic business plan and risk management framework provide the context for identifying, assessing, evaluating and controlling information-related risks through the establishment and maintenance of an ISMS. The risk assessment, Statement of Applicability and risk treatment plan identify how information-related risks are controlled.  Additional risk assessments may, where necessary, be carried out to determine appropriate controls for specific risks. 

In particular, business continuity and contingency plans, data backup procedures, avoidance of viruses and hackers, access control to systems and information security incident reporting are fundamental to this policy. Control objectives for each of these areas are contained in the Manual and are supported by specific, documented policies and procedures. 

All employees of LPFA are expected to comply with this policy and with the ISMS that implements this policy and all staff receive appropriate training.  

The ISMS is subject to continuous, systematic review and improvement and is designed to meet the requirements of ISO27001:2005

This policy will be reviewed to respond to significant changes including any changes in the risk assessment or risk treatment plan and at least annually.  

In this policy, “information security” is defined as:

Preserving the availability, confidentiality and integrity of information

A SECURITY BREACH is any incident or activity that causes or may cause a break down in the availability, confidentiality or integrity of the physical or electronic information assets of the Organization.

[image: image1.emf]
                                                                                    Public


