Corporate Risk Register
Prepared for Board in March 2009

Impact (I)
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· The shaded areas indicate the expected risk assessment post implementation of the actions for 2008/09. On implementation the risk will be re-assessed and shaded area removed

Top Risks for 2009-10:
The following risks have been identified as Top Risks for 2009-10 by Corporate Management Team. More detail and action points to mitigate these risks can be found in this document.

· Failure of investment strategy to deliver investment objectives
· Major change to LGPS – such as part conversion to a DC scheme and LPFA unable to provide expertise in this area
· Lack of growth opportunities/market stagnation
· Failure to effectively implement the new pension administration system – Altair
· Failure to recover all debts
· Failure to provide adequate working papers on time to external auditors

	
	
	
	Current risk assessment


	
	Assessment post implementation of action

	No.
	Risk
	Controls in place
	L
	I
	Rating
	Action 2009-10
	Date & Owner
	L
	I
	Rating

	Investment Directorate
	
	
	
	
	
	
	
	
	

	1
	Failure of investment strategy to deliver investment objectives

	· IC structure

· Decision making process, incl:

Standing orders

 Advice

· All reports/decision include legal, risk & financial implications
· 3 yearly review following valuation
	M
	H
	6
	· Review asset allocations

	VJ 22/09/09

	M
	M
	4

	2
	Insufficient attention to Environmental Social Governance risks.
	· IC structure

· Policy under Governance Framework, specifically:

Statement of Investment Principles (reported under compliance reporting to ISC)
	M
	M
	4
	· ESG report and plan to June Inv Committee to include reference to class actions
· Clear statement of LPFA’s ESG policy included in Investment Manager Agreements

	AJ 12/06/09 

AJ 31/03/10
	L
	M
	2

	3
	Inadequate due diligence for investment opportunities
	· IC reporting
	M
	M
	4
	· Strengthen due diligence process in diversified asset classes
	VJ 31/03/10
	L
	M
	2

	4
	Failure to arrive at a robust investment strategy
	· Independent advisors

· Special investment strategy meetings held

· Board away-days

· IC structure 
	L
	H
	3
	· Board member training and Board member review of performance  

· Board Member Training Plan inc specialised investment training where necessary
	GS 9/10/09

PH 30/06/09


	L
	H
	3

	5
	Inaccurate matching of assets to liabilities and insufficient funds available to pay pensions as they arise


	· Triennial valuation

· IC structure and regular monitoring 

· Treasury management code of practice and practice notes in place
	L
	H
	3
	· Review fund manager fees over a 3 year programme

	VJ 31/03/09
	L
	H
	3


	6
	Counterparty risk - treasury management & securities lending. Insufficient funds available to pay pensions


	· Treasury Management Code of Practice
· Cash Management Meeting
· Investment Management Agreements
· JPM Custody and Stock Lending arrangement
	L
	H
	3
	· No further action required. To be further reviewed March 2010

	VJ/AB
	
	
	

	7
	Failure to maintain published funding strategy.

	· Annual review of funding strategy

· Inter valuation monitoring
	L
	M
	2
	· Annual review 
	MT 31/03/09
	L
	L
	1


	
	
	
	Current risk assessment


	
	Assessment post implementation of action

	No.
	Risk
	Controls in place
	L
	I
	Rating
	Action 2009-10
	Date & Owner
	L
	I
	Rating

	Pensions Operations
	
	
	
	
	
	
	
	
	

	1
	Major change to LGPS – such as part conversion to a DC scheme and LPFA unable to provide expertise in this area
	· Participation in all high level government discussions

· Ensuring best practice is implemented and LPFA is seen as a centre of excellence for pension administration

· Participation in Audit Commission reviews
	M
	H
	6
	· Participation in cost sharing exercise and report to P&A Comm
· Lobbying London Councils

· Lobbying re LGPS sustainability
	AA ongoing
MT 30/06/09

MT 30/06/09
	M
	H
	6

	2
	Failure to effectively implement the new pension administration system - Altair
	· Clear project plan with risk evaluation and contingency plan.
	M
	H
	6
	· Reporting progress and issues to P&A Comm quarterly

· Monthly reporting to Programme Board and CMT
	LH Quarterly

LH Monthly
	L
	H
	3

	3
	Structures and resources not available to meet increased/reduced workload
	
	M
	M
	4
	· Restructures project reporting to P&A Comm

· Contingency plan for loss of contract or growth
	GS quarterly

CMT
31/03/2010
	L
	M
	2

	4
	Employer bodies transferring out of the pension fund or employer bodies closing to new membership.

Liability of employer bodies going into administration


	· Inter valuation monitoring

· Knowledge of employer and employer database

· Development of process to include annual return
· Delivery of valuation inline with FSS
· Quarterly check of membership numbers
· Employer covenant check
	M
	M
	4
	· No further action required. Next review date March 2010
	AA
	
	
	

	5
	Failure to control admin costs impacting on business development.

	· Established & agreed costing methodology

· Budget Monitoring (quarterly & monthly)

· Financial Handbook
· Review of Management Statistics
	M
	M
	4
	· 5 strategic programmes completed on time and delivering the necessary efficiencies


	MT 31/03/10
	L
	M
	2

	6
	LPFA brand associated with poor reputation


	· Effective Press Management

· Crisis Management Team
	M
	M
	4
	· Customer Care programme reported to P&A Comm

· Communications plan re levy and impact on reputation
	AA Quarterly

JH 30/04/09 
	L
	L
	1

	7
	Ineffective handover to new actuary
	· 
	M
	M
	4
	· 2007 valuation recreated by new actuary
	AA 30/06/09
	L
	M
	2

	8
	Lack of adequate delivery on strategies, projects and decisions
	· Decision making process 

· Risk assessment for each project/decision

· Review of advisers
	L
	H
	3
	· Implementation of Programme Management approach across org.

· Project control framework
	SM 31st March 2009
	L
	M
	2

	9
	Incorrect actuarial assumptions – mortality 
	· Intervaluation monitoring

· Club Vita participation
	L
	H
	3
	· No further action required. Next review date March 2010
	
	
	
	

	10
	Non compliance with LGPS  and Fire Pension Scheme regulations including not addressing new regulations on a timely basis

	· AXIS system check with LGPS regulations

· Network groups (AXIS & LGPC)

· Technical and training team responsible for delivering regulation changes
· Online Procedure manual

· Training for admitted bodies and agency visits
	L
	H
	3
	· Training programme developed for staff in light of new LGPS 
	AA 31/03/09
	L
	L
	1

	11
	Employer database not maintained leading to information not passed/received to the appropriate stakeholder
	· Employer database – CRM System
· Defined communication channels
	L
	M
	2
	· Maintenance of CRM system to be reviewed


	JH 31/03/10
	L
	M
	2

	12
	Failure to respond effectively to serious complaints or in line with IDRP procedure
	· IDRP procedure reviewed and amended as necessary

· 
	L
	M
	2
	· Customer Care programme for 2009-10 and quarterly reporting to P&A Comm
	AA Quarterly
	L
	L
	1

	13
	Incorrect, failed or late payments made.

	· Segregation of duties in procedures

· AXIS calculation test of system

· Financial Handbook

· Payroll & HR policies and procedures

· Item in Bus Continuity Plan

· Exception reports of incorrect amounts/errors reported to Mgment Team 
· NFI and Dimensions Upgrade

· Life Certs carried out in non NFI years
	L
	M
	2
	· National Fraud Initiative exercise

· Life certificate exercise 


	AA 31st March 2009

JH 30/09/00
	L
	L
	1

	14
	Failure to appropriately manage and develop staff at all levels
	· Performance Management Framework

· Training & Development Plan
	L
	M
	2
	· No further action required. Next review date March 2010 
	SM
	
	
	

	15
	Full receipt of pension contribution from employees/employers in line with Regulation guidelines.

	· Contributions monitoring procedures 

· Formal timescale for receipt of contributions

· Monthly monitoring & follow up

· Escalation of non receipt of cons

· Exception reporting to Mgment Team with future actions
· LG221 online submissions
	L
	M
	2
	· No further action required. Next review date March 2010
	AA
	
	
	

	16
	Legislative change adversely affecting the financial position of the Authority.
	· Review of levy raising powers

· Close contact with CLG
	L
	M
	2
	· No further action required. Next review date March 2010
	
	
	
	

	17
	Inappropriate use of statutory discretion.
	· Published policy statement

· Board decision
	L
	M
	2
	· Review of discretionary powers
	MA/TL 31/03/10
	L
	L
	1

	18
	Failure to comply with legislative requirements 

Including:

- Employment legislation

- Annual Report requirements

-  Valuation

- LPFA acting ultra vires
	· Publication of annual governance report

· Annual governance self assessment

· Reports to Board and Commmittees

· Annual Governance Report

· Annual report to Mayor/GLA

· Counsel’s opinion on legal powers
	L
	M
	2
	· No further action required. Next review date March 2010
	GS
	
	
	

	19
	Failure to deliver agency agreements  


	· PROWS turnaround times for all work types

· Dedicated Contract Performance / Acc Mgers

· Report to Performance Committee on costing, delivery and performance.

· Professional Negligence insurance
· Regular meetings with agencies & improved reporting
	L
	L
	1
	· No further action required. Next review date March 2010
	MA 
	
	
	


	
	
	
	Current risk assessment


	
	
	Assessment post implementation of action

	No.
	Risk
	Controls in place
	L
	I
	Rating
	Action 2009-10
	Date & Owner
	L
	I
	Rating

	Support Services 

	1
	Failure to recover all debts


	· Reports provided to CMT and Managers.

· Chase letters and statements issued to employers

· KPIs included in quarterly report to P&A Comm
	H
	M
	6
	· New debtor reports to be developed to separate different types of debtor and collection process designed for each type.
	AB 30/04/09


	M
	M
	4

	2
	Failure to provide adequate working papers on time


	· Year end timetable

· Audit Commission working paper guidance
	H
	M
	6
	· Early preparation of working papers
	AB 31/04/ 09
	M
	M
	4

	3
	Lack of growth opportunities/market stagnation
	· Core marketing plan accepted in plan for growth

· Alternative markets strategy
	H
	M
	6
	· Business Growth Programme reported to P&A Comm

· Lobbying capacity 


	JH Quarterly

JH 31/03/09


	M
	M
	4

	4
	Inability to manage change
	· Project control framework

· Risk Management Framework

· Full and formal Leadership training plan 
	M
	M
	4
	· Programme management approach across organisation

· Regular reporting of strategy to P&A Comm
	SM 31/03/09

GS Quarterly
	L
	L
	1

	5
	Ineffective procurement and performance failure of external suppliers
	· Contract standing orders

· Code of Practice 14
	M
	M
	4
	· Review contract database 

· Re issue code of practice 14 along with budget guidance
	AB/GS 31/10/09
	L
	M
	2

	6
	Failure to attract or retain good employees or to manage sickness absence leading to a fall in productivity. 

	· HR strategy updated annually and includes:

· Recruitment 

· Succession planning & exit strategy

· All policies and procedures (incl. sickness)

· 6 monthly report to PC on staff and admin

· Item in bus continuity re loss of key staff
· Senior Pension Admin Post
	M
	M
	4
	· Reward project


	SM 31/03/09


	M
	M
	4


	7
	Health, safety & environmental issues.
	· Health & Safety Policy - reported to Board

· Environmental Policy - reported to Board

· Annual training for all staff
	M
	M
	4
	· New environmental indicators 
· Refresh health and safety monthly monitoring 
	JH 31/03/09
LH 31/03/09
	L
	L
	1

	8
	Inability to control the levy on London Boroughs including claims for asbestosis

	· Financial Control Framework, specifically;

· Annual budget setting process

· Monthly monitoring

· Quarterly forecasting

· Provision, set aside

· Annual report on outstanding liabilities to inform budget provisions

· Annual asbestosis report to Audit Committee
	M
	M
	4
	· Report outstanding asbestos claims and strategy to Audit Committee
	GS 11/06/09
	M
	M
	4

	9
	Adequate skilled resources not available for accounts preparation


	· Revised finance structure agreed

· Permanent finance manager and assistant finance manager recruited.
	M
	M
	4
	•
Post audit review 
	AB 30/09/09
	L
	M
	2

	10
	Insufficient daily back-up, disaster recovery, and IT cover to support key systems


	· Item in Business Continuity Plan including “people resources”
· BS7799 Security Framework
· Business Continuity Plan agreed by user group
	L
	H
	3
	· Disaster Recovery testing
	JH 31/03/09
	L
	H
	3

	11
	Ineffective communication to all stakeholders
	· Communication strategy and policy statement
	L
	H
	3
	· Review effectiveness of service across all segments 
	JH 31/03/09
	L
	M
	2

	12
	Failure to operate strict financial and budgetary controls.

	· Financial Control Handbook, specifically:

· Monthly monitoring of budgets

· Quarterly forecasting and profiling of budgets

· Financial review to Audit Committee
	L
	H
	3
	· Re issue budget guidance 
	AB 31/10/09
	L
	H
	3

	13
	Non performance by officers and Board Members


	· Performance Management Statements

· Board member assessments
	L
	H
	3
	· Annual Board operational review 

· Board Member training plan
	GS 09/10/09

PH 30/06/ 09


	L
	H
	3


	14
	Failure to detect or prevent fraud and corruption 

	· Fraud Control Framework

· Financial Control Handbook 

· Participation in National Fraud Initiative
	L
	H
	3
	· Update code of practice related to whistleblowing and irregularity and issue to staff 

· Fraud control action plan updated and sent to AC
	GS 1/04/09
GS 11/06/09
	L
	M
	2

	15
	Failure of board to understand consequences of their actions
	· Decision making process 

· All reports/decision include legal, risk & financial implications

· Board Member handbook and induction procedure
· Training & development plan
	L
	H
	3
	· Marketing paper detailing strategy and next steps
	JH 30/04/09

	L
	M
	2

	16
	Failure to meet statutory account deadlines.

	· Programmed into Committee cycles (Audit Committee)

· Liaison with external audit

· Closedown timetable
· Finance recovery plan
	L
	H
	3
	•
No further action required. Next review date March 2010
	AB
	
	
	

	17
	Poor maintenance of secure and confidential data
	· Codes of practice relating to data security and robust internal controls
	L
	H
	3
	· Review data protection procedures and gain assurances they are being complied with
	JH 30/09/09
	L
	H
	3

	18
	Officers acting outside delegated authority


	· Review of Standing Orders

· Report to Board

· New constitutional document

· Redefinition of monitoring officer role
	L
	M
	2
	· No further action required. Next review date March 2010
	
	
	
	

	19
	Failure to respond effectively to public relations / media crisis.

	· One initial authorised contact officer for press

· Defined communication strategy 

 - Authority wide policy for addressing press queries

 - All press communications vetted and authorised 

 - Pro-active press strategy

·  - Crisis Management Team
· Press training and rapid response team
	L
	M
	2
	· Communications plan re levy and impact on reputation
	JH 30/04/09
	L
	L
	1


	20
	Bank reconciliations not completed to audit requirements


	· Revised bank reconciliation procedure implemented following review by Ext Auditor

· Bank reconciliation to be signed off by Head of Finance and CEO

· Accounts action plan to improve financial processes.

· Internal Audit to review of basic financial procedures
	L
	M
	2
	· No further action required. Next review date March 2010
	AB
	
	
	

	21
	Lack of indemnity cover for board members

	· Insurance for Board member indemnity
· External review of Standing Orders
	L
	M
	2
	· No further action required. Next review date March 2010
	GS
	
	
	

	22
	Loss of assets 


	· Fixed Asset Register
· Review of asset security
	L
	M
	2
	· No further action required. Next review date March 2010
	JH 
	
	
	

	23
	Inadequate legal framework
	· Governance Framework overhaul, specifically:

· Policy on legal advice
· Legal officer and GLA connections
	L
	M
	2
	· No further action required. Next review date March 2010
	MT
	
	
	

	24
	Lack of continuity due to change of Board appointments.

	· Stepped Board appoints
· Standing Orders

· Board & Committee meeting minuted
	L
	M
	2
	· No further action required. Next review date March 2010
	PH
	
	
	

	25
	Failure to meet the Mayor’s proper requirements
	· Performance Management reporting, quarterly to GLA

· Submission of strategy and budget statement by 31st Dec each year
	L
	M
	2
	· No further action required. Next review date March 2010
	MT
	
	
	

	26
	Insufficient insurance cover.

	· Annual insurance cover reported to Board
	L
	M
	2
	· No further action required. Next review date March 2010
	MT
	
	
	

	27
	Failure to comply with Freedom of Information Act requirements. 
	· FOI control process reported to Audit Committee & ISC
· Chairman viewing register
	L
	L
	1
	· No further action required. Next review date March 2010
	GS 


	
	
	

	28
	Lack of sufficient or suitable accommodation.
	· Accommodation strategy
	L
	L
	1
	· No further action required. Next review date March 2010
	JH
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